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Executive summary

So this brief is about frust. Over the past 25 years, China's fechnological advances have been
nothing short of spectacular, yet in hindsight, they could have had a much greater impact.
China would have performed even better in its technology wars with the US if politics had not
goften in the way'!. We review key episodes when China mixed technology with ideology,
and policies got in the way, created mistrust, and forced China into defense (early internet,
Huawei in Europe, global IP protocols). We consider how China frames its Al strategy and
consider possible developments.

Infroduction

Analysts rightfully refer to the US and China as technology superpowers; let us not forget that
Europe is also a fechnology leader, as it is home to “the” enabler of global compute, ASML:
virtually all of the most advanced chips are printed on its EUV machines. While experts argue
about market leads measured in years or months in Al, and when Jensen Huang says that
China is “nanoseconds” behind the US in chipmaking?, ASML's machines are literally decades
ahead of any competition.

Europe is also the birthplace of Linux and home to its largest open-source talent pool. Not to
forget, 99 of the world’s 100 largest enterprises run on SAP, and SAP is the leading software in
supply chain and manufacturing, at the core of China's factories.

Finally, Europe has built a world-leading “trust capital”, and this is a valuable asset whose time
has come. Europe should rise as an alternative vision between the two giants who are
battling for supremacy. Suggestions will be presented.

This brief uses trust as the lens. With support from a European Commission grant on
contemporary China, we assess China's governance model—what it offers citizens and
foreign users—against Europe’s trust-centric approach. We also draw some
recommendations for the EC.

The template for a gated internet

In March 2000, Bill Clinton spoke about China's entry into the WTO. He joked, "Imagine how
much [Internet] could change China. Now there's no question China has been trying to crack
down on the Internet. Good luck! That's sort of like trying to nail Jell-O fo the wall." However,
what Clinton saw as mission impossible—controlling the free flow of information—was, in fact,
something that the Chinese Communist Party got done: they simply pulled the plug.

Fast forward to march 2010, after agonizing compromises with the Chinese authorities on the
management of political dissident messages, Google finally disactivated the censorship rules
imposed by the Chinese regime, giving China the responsibility for blocking Google, and

1 Stéphanie Balme and Jean-Baptiste Monnier, “Chine : Entre Marxisme et High-Tech, Il Faut
Choisir,” ed. Centre de recherches internationales, Centre de recherches internationales de
Sciences Po (CERI), October 2022, https://sciencespo.hal.science/hal-04222501.

2" Jensen Huang Says China Is ‘Nanoseconds behind’ the US in Chipmaking, Calls for
Reducing US Export Restrictions on Nvidia's Al Chips | Tom's Hardware,”
https://www.tomshardware.com/jensen-huang-says-china-is-nanoseconds-behind-in-chips.
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putting the last nail into the coffin of a digital island, or splinternet (note that to this day, our
web site www.asiacentre.eu continues to be blocked).

When the 800-pound gorilla Google abandons a market such as Chinag, it is an instant
blessing for local vendors. Baidu listed on NASDAQ on 5 August 2005 and went global (or so
they tried). It launched its Japanese search site (Baidu.jp) in 2007 and shut it down on 16
March 2015 after weak adoption. In Brazil, Baidu rolled out a Portuguese-language search
engine in July 2014 but never exceeded ~1% market share. In India, Baidu experimented with
apps and services through the late 2010s, but in 2020, the Indian government banned many
Chinese apps on data-security grounds. As of December 2024, Baidu reported about 679
million monthly active users, and external traffic estimates indicate that ~95%+ of activity
originates from mainland China. Baidu remains China-cenftric, unable to compete as a globall
search engine, and its market cap has dropped to 1% of Google's.

Don't blame Baidu—it's a great company—but their global ambitions were stifled by Beijing's
regulatory burden, enforced by the Cyberspace Administration of China (CAC) and nationall
security laws mandating access to personal information3. Accordingly, foreign governments,
advertisers, and users alike wonder if they should trust Baidu with their data. For the same
reasons, Chinese messaging apps such as WeChat are also grounded in the national
markets, whereas Chinese commerce platforms such as Alibaba, Temu, and Shein, and
separately TikTok, have succeeded widely, despite handling a lot of personal data, but they
were able to divide and conquer political voices.

Europe’s Huawei Playbook: Making Trust Auditable

Communication infrastructure is the control plane for national data security, so governments
freat vendor trust as a critical security issue. European operators and oversight bodies
flagged systemic software-engineering weaknesses and instances of unmanaged remote
access in live networks (e.g., UK oversight reports), concerns reinforced by North American
criminal cases (U.S. bank-fraud/sanctions charges; the T-Mobile “Tappy” trade-secret verdict)
and documented ties to China’s military ecosystem—notably the founder’s PLA engineering
background and collaborations with defense-linked research institutes. As a result, Europe
broadly classifies Huawei as high-risk and manages exposure via bans, dated phase-outs,
and tight case-by-case screening.

The EU turned "trust” intfo a process with the 5G Toolbox (Jan 2020), guiding and enabling
states to label “high-risk suppliers” and justify exclusions; the Commission later confirmed that
restricting or excluding Huawei/ZTE is consistent with that framework.

France embedded frust in time-limited equipment authorizations under a 2019 law, creafing
a de facto 2028 phase-out without a headline ban. Germany made frust auditable with hard
dates: Huawei/ZTE out of the 5G core by end-2026 and critical management systems in
access/transport by end-2029. Sweden shows the litigation-proof model: its regulator’s
exclusion of Huawei survived appeals and remains in force. The UK operationalized trust as a
calendar—no new Huawei 5G kit after 31 Dec 2020 and full removal by end-2027—via

3 "Translation: Personal Information Protection Law of the People’s Republic of China -
Effective Nov. 1, 2021,” DigiChina, n.d., accessed October 25, 2025,
https://digichina.stanford.edu/work/translation-personal-information-protection-law-of-the-
peoples-republic-of-china-effective-nov-1-2021/.
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statutory directions. Italy relies on expanded "“golden-power” screening tfo condition or veto
5G/cloud deals case-by-case. Spain, historically slower to restrict, has canceled a EUR10m
government confract over Huawei equipment in 2025.

Where we are: Europe falls intfo three pragmatic camps under the same EU umbrella: (1)
Full/firm exclusionists—Sweden and the UK—treat trust as outright prohibition backed by
court-proof or statutory instruments; (2) Procedural phase-outers—France and Germany—
convert trust intfo dated licenses, inventories, and swap-outs; (3) Selective screeners and late
fighteners—Italy and Spain—embed trust within fransaction reviews and public-sector
procurement choices. What differs is speed and tooling, not direction of travel.

Protocol politics

The next battle was about who sets the Infernet’s rules. In 2017, the open, engineer-run
standards group (the IETF) updated the Internet Protocol to IPvé. Think of IPvé as a roomier,
cleaner upgrade that gives the Internet far more addresses and a tidier way to carry
information—without breaking how the Internet works today or its open, end-to-end design.

Enters a loose coalition of Chinese state-linked operators (China Mobile, China Unicom,
China Telecom), major vendors (led by Huawei, with ZTE), and government-affiliated
researchers (CAICT/MIIT-inked institutes and university labs). This coalition floated “New IP" as
a rethink of how the Internet routes traffic. In plain terms, it adds tighter built-in control of
flows, more predictable (deterministic) delivery for industrial uses, and options o tie network
activity to verified users. Supporters say this could boost reliability and safety-critical services;
critics warn it could enable centralized control and easier identification of users, which may
threaten openness and privacy.

Our China Horizons co-participant MERICS quickly wrote a paper entitled “Fragmenting
network protocols - China and the end of the web as we know it"4 to warn about risks such
as hard-wired central confrol info the data plane, and erode privacy by binding
identity/traceability at the protocol layer. The ICANN organization reports that “New IP
advances the idea of a strong regulatory binding between an IP address and a user. If
deployed, such techniques could make pervasive monitoring much easier”s. Indeed, under
China’'s FYCN/"New IP" vision, packet headers can carry an identity token derivable from a
subscriber’s real identity, enabling surveillance at an unprecedented scale.

The outcome aligned with the Internet community’s skepticismé and the IETF never adopted
New IP. But then China shifted the debate from IETF (the tech-experts forum) to a political
arena by moving proposals to the ITU-T, where governments, not engineers, steer outcomes.
China prefers this venue because nation-state representatives can vote, align with policy

4 "Fragmenting Network Protocols — China and the End of the Web as We Know It | Merics,”
February 24, 2023, https://merics.org/en/comment/fragmenting-network-protocols-china-
and-end-web-we-know-it.

5 Alain Durand, New IP, ICANN Office of the Chief Technology Officer, OCTO-017 (2020),
chrome-
extension://efaidnbmnnnibpcajpcglclefindmkaj/https://www.icann.org/en/system/files/files/
octo-017-270ct20-en.pdf.

¢ Alissa CooperAlissa, Response fo “LS on New IP, Shaping Future Network” (2020),
https://datatracker.ietf.org/licison/1677/.
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goals (sovereignty, security, industrial strategy), and build diplomatic coalitions—making it
easier to lock state-centric controls into “international standards” than in the IETF's open,
engineer-led consensus model. But New IP/FVCN failed to gain consensus among
governments, with documented opposition from many states (including EU members), and
the coalition ultimately dropped the proposals.

After these two setbacks, China decided to single-handedly carry forward this initiative and
moved beyond testing: IPvé+ networks now operate in sectors such as healthcare, mining,
and government systems inside China, and pilot deployments have been reported in
Rwanda, Uganda, and South Africa through Huawei-led projects (MERICS again). This marks a
deliberate splintering—a parallel Internet model shaped by centralized trust and control,
exported to willing partners and reinforcing the emergence of a “Chinese layer” of the
splinternet.

Al: Artificial trust?

Over the past 20 years, search has been a routine to find information based on a few words
entered in the search window on our browsers. Privacy is a concern for anyone entering a
guery about a general medical condition, a legal text, or a person, but authorities are limited
by the small amount of data that users enter when searching.

With Al, tfrust becomes an essential asset; the quantity of information that we enter into the
prompt is very different, and the “casual” nature of the conversation with the app creates a
sense of confidence that encourages more disclosure of personal information. Further, entire
files can be dropped into the question, and RAGs (Retrieval-Augmented Generation, a
custom document set) are designed for uploading quantities of files, often of large size. These
files can be medical reports with names, dates, and confidential results. They can also be
very substantial financial or legal documents. One study” finds out that 1in 10 Al prompts
could expose sensitive data, and very few users are aware of the security risk that they
expose themselves to. Al vendors in all countries do use this information to feed their LLMs
(and in some cases, you can opt out). So there are no rules, and it boils down to regulation
and, more importantly, government access.

The good news: Europe leads in frust—clearly. In Pew’s Oct 15, 2025, global survey® of 25
countries, researchers asked how much people trust the EU, the U.S., and China to regulate Al
effectively and reported cross-national medians: EU 53%, U.S. 37%, China 27% (share saying “a
lot/some frust”).

But a global divide is shaping up: Country detail shows that frust vis-a-vis China is
concentrated in a few markets—notably Nigeria, Indonesia, Mexico, and South Africa—while

7 By John K. Waters, "Study: 1 in 10 Al Prompts Could Expose Sensitive Data -,” Campus
Technology, https://campustechnology.com/Articles/2025/01/22/Study-1-in-10-Al-Prompts-
Could-Expose-Sensitive-Data.aspx.

8 Jacob Poushter Corichi Moira Fagan and Manolo, “Trust in the EU, U.S. and China to
Regulate Use of Al,” Pew Research Center, October 15, 2025,
https://www.pewresearch.org/2025/10/15/trust-in-the-eu-u-s-and-china-to-regulate-use-of-
ai/.
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it is far lower elsewhere. Now, looking at domestic trust, an Edelman survey? reports that in
China, 72% of local adults express trust in their own Al, a record.

We are edging toward yet another “splinternet.”

On Al capabilities, China is nearly there: innovations such as frugal training strategies, Mixture-
of-Experts routing, strong code performance, and cost-efficient inference have narrowed the
gap. Yet, China is challenged, as export control of semiconductors is a threat, and
indigenous technologies are lagging. But Trust could be the main issue for any users of
Chinese Al outside China:

B Censorship is already enforced, with compliance pipelines—prompt filters and output
filters, refusal policies, and periodic test banks of politically sensitive queries.

B Data-exposure risk: China's cybersecurity and data-security laws create legal
pathways for state access.

And to be sure, politics gets in the way: In a widely cited SCMP interview9, political scientist
Zheng Yongnian—described as a “government adviser in China"—argues that China should
build Al fo advance a distinct natfional “knowledge system” and narrative, not merely match
Western tech, explicitly tying models to state narrative power. That mission-first framing
reinforces perceptions of state-aligned Al and raises the frust hurdle for sensitive use cases in
democratic markets.

Beijing is increasingly explicit that Al is a vehicle to counter Western epistemic dominance:
models are tasked with "“telling China’s story well,” amplifying Party-approved frames, and
exporting discourse power.

Even as China’'s performance benchmarks converge with the US Al capabilities, adoption is
bifurcating. Expect regional segmentation (on-prem and sovereign deployments), sector-
specific prohibitions, and more stringent vendor tests. The splinfernet now advances at the
application/data layers, where beliefs about trustworthiness directly shape who uses which
model, on what terms, and where the data lives.

? Jessica Batke Edelson Laura, “VI. The Future of the Locknet,” ChinaFile,
https://locknet.chinafile.com/the-locknet/part-6/.

10 *Open Questions | Zheng Yongnian on Why China Must Look beyond the West to Build a
Better Al,” South China Morning Post, September 15, 2025,
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Conclusion and recommendations

Why Europe must move now: As a major technology player with a recognized leadership in
frust and governance, Europe can and should assume the global role it deserves. Its proven
ability to turn principles into value— products, platforms, audits, interoperability rules, and
market enforcement—positions the EU to be the third creative force anchor between U.S.
scale and China'’s state-aligned stack, creating and enforcing verifiable frust-based
technologies. The below are directions that could be upgraded into policy proposals after
consultation.

Recommendation 1: Build a trust-based digital alliance... with like-minded democracies in
Asia.

Engage Asia like-minded "“digital” democracies, such as Japan, India, South Korea, Taiwan,
and ASEAN, on frust. They are also caught in the crossfire of 2 digital superpowers (China and
the US). A community of interest is possible on topics such as cybersecurity, dependencies,
privacy, and governance. Thematic work groups may draw together common interests
around democracy, health data, research, and digital security in general.

Recommendation 2: Shape Global Standards for trusted connectivity.

Form a Standards Diplomacy Task Force with like-minded partners in Asia to coordinate
positions at IETF/3GPP/ISO/ITU and counter sovereignty-eroding proposals. Use Global
Gateway to finance trusted infrastructure in Asia, Africa, and the Indo-Pacific, and convene
a Digital Non-Aligned Forum to back open stacks without political strings.

Recommendation 3: Leverage Horizon Europe to launch DARPA programs.

Establish a mission-driven program with short cycles, direct contracting, and civil-defense
collaboration. Initial missions: assured Al, secure open source, green compute/edge, and
semiconductor resilience, with co-mission invitations to Japan, South Korea, Taiwan, and
other top digital players.

Closing.

We are still in the very early stage of our technology course. The next phase will be AGI, of
superhuman intelligence, a significant upgrade to today’s tools. No one knows where on
earth the AGI spark will come from; it could be the big American labs, it could be in China, or
why not from Europe?2 What is certain is that amongst the many risks that are evaluated
today, manipulation of opinions will be a feature, not a bug—and the war on trust will reach
new, and more dangerous highs.
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